
IFMSA Policy Document
Infodemic Management

Proposed by the IFMSA Team of Officials
Adopted at the 73rd IFMSA General Assembly August Meeting 2024

Policy Commission
● Salman Khan, IFMSA Liaison Officer for Public Health Issues, lph@ifmsa.org
● Samira Y. Zeid, IFMSA-Egypt, emp18.samira.y.zeid@gmail.com
● Adriel Camilleri, MMSA-Malta, adriel.d.camilleri.20@um.edu.mt

Policy Contributors
● Christopher Haruna Dakat, NIMSA Nigeria - Coordinator, chrisdakat@gmail.com
● Omar Mamdouh, IFMSA -Egypt
● Eduardo Silva, ANEM Portugal
● Natalia Izabela Kardas, IFMSA-Poland
● Lawrencia Gyabaah, FGMSA-Ghana
● Menatalla Elmallah, IFMSA -Egypt
● Somtochukwu Iliemenam-Ejike - NiMSA Nigeria
● Salman Khan, IFMSA Liaison Officer for Public Health Issues
● José Diogo Soares, IFMSA SCOPH External Affairs Assistant

mailto:lph@ifmsa.org
mailto:emp18.samira.y.zeid@gmail.com
mailto:adriel.d.camilleri.20@um.edu.mt
mailto:chrisdakat@gmail.com


Policy Statement

Introduction
In the digital age, the rapid spread of information presents unprecedented challenges to public health. The
proliferation of misinformation and disinformation, particularly during disease outbreaks and health
emergencies, has given rise to a new threat: infodemics. Infodemics have devastating consequences, including
erosion of trust in health authorities, confusion, and societal panic. Effective management of infodemics is
crucial to mitigating these adverse effects and ensuring the dissemination of accurate and reliable health
information. Infodemic management involves a systematic approach to eliminate misinformation, strengthen
health literacy, and address the vulnerabilities of specific groups.

IFMSA position
As the International Federation of Medical Students' Associations (IFMSA), representing future healthcare
professionals, we recognise the profound impact of infodemics on public health and the urgent need to mitigate
the spread of health-related misinformation and disinformation. IFMSA is committed to ensuring that the public
has unlimited, free and easy access to truthful and comprehensive information, which is essential for
eliminating the adverse effects of infodemics on global health. As such, IFMSA emphasises the importance of
coordinated actions at international, national, and local levels to effectively manage infodemics and advocates
for the collaboration of diverse stakeholders to implement interdisciplinary strategies that ensure the
dissemination of accurate and reliable information about epidemic diseases.

Call to Action
Therefore, IFMSA calls on:
Governments to:

● Develop evidence-based policies to regulate the spread of misinformation during health emergencies
by demonetising responsible platforms, ensuring transparency in content moderation, and
strengthening legal frameworks to hold platforms more accountable for demonstrably harmful
misinformation, particularly concerning public health threats.

● Prioritise transparency and timeliness in public health messaging by partnering with health experts to
craft clear, concise, and easily understandable information campaigns.

● Build trust in health authorities by ensuring health officials communicate clearly and consistently.
● Explore and implement technological tools to detect and reduce the spread of false information online

and remove harmful content from social media platforms.
● Implement educational programs to increase the community’s health literacy and teaching skills to

critically evaluate online information and seek information from trusted sources.
● Engage with communities and encourage community organisations, faith-based groups, and local

media outlets to amplify accurate information and build a united front against misinformation.
● Regularly conduct surveys and focus groups to understand public understanding of health issues and

identify areas susceptible to misinformation to tailor interventions effectively and address evolving
public concerns.

The World Health Organisation (WHO) to:
● Invest in global leadership in infodemic management by providing and updating universal guidelines

and ensuring that the vision set out in the Infodemic Management framework and other relevant
documents is continuously enacted.

● Support the Member States and other related entities in public health legislation, policy, and
communication to guarantee full accountability for all public health recommendations and mandates.

● Advocate for global policies that support infodemic management and promote cooperation and
alliances among governments, international entities, and NGOs to pool resources and amplify the
reach of health messages.

● Regularly publish transparent reports detailing sources of information, methodologies, and the impact
of communication campaigns, ensuring all processes are transparent and open to public scrutiny.

Non-governmental Organisations (NGOs) to:
● Launch dedicated campaigns to counter misinformation and engage with the audience on social media



through interactive posts and live Q&A sessions.
● Invest in user-friendly apps and websites that provide real-time updates, verified information, and

resources related to ongoing health crises.
● Collaborate with technology companies to develop tools and algorithms that help detect and reduce the

spread of misinformation on digital platforms.
● Conduct workshops and training sessions for local health workers, community leaders and citizens to

equip them with the knowledge and resources to disseminate accurate information and debunk myths.
● Encourage partnerships between healthcare providers, educators, technology experts, and community

leaders to develop comprehensive strategies for eliminating infodemics.
● Collaborate with governments and communities to create awareness campaigns and grass-roots

initiatives that address misinformation and eliminate discrimination.
● Support under-resourced populations by providing accessible, culturally appropriate health information

through innovative channels like community-based music performances.
● Collaborate with healthcare providers and educators to raise awareness among the general public

about Infodemic Management and enhance health literacy
Healthcare professionals to:

● Continuously educate themselves on ways to approach their patients and communities about health
communication

● Empower patients to make informed decisions by encouraging them to be critical consumers of online
health information and guide them towards reliable sources.

● Recognise the impacts of racism and discrimination on health outcomes and advocate for equitable
access to care for groups that have been marginalised.

● Engage in ethical social listening and infodemic monitoring activities to better understand and address
the information needs of vulnerable patients.

Media outlets and Social Media corporations to:
● Continuously inform the public with the latest verified information from official institutions or

governments.
● Create particular segments or columns dedicated to debunking myths, providing reliable health

information, prioritising fact-checking, and providing balanced reporting.
● Train journalists on health literacy and the impact of misinformation with enhancement of their ability to

report accurately and responsibly on health issues.
● Affiliate with at least one health institution to verify information before disseminating it.

Academic and Research Institutions to:
● Assist in clarifying fake news and misleading information circulating during ongoing health crises by

collaborating closely with national, regional and local governments, NGOs, and media corporations.
● Promote research, monitor systems, and invest in studies to understand how infodemics work and

provide solutions to eliminate this issue.
● Maintain an online presence to inform people about emerging health management developments.
● Conduct research with vulnerable populations to better understand their health information needs and

develop interventions to address inequities.
Universities and Medical Schools to:

● Incorporate training on health communication, literacy and misinformation management into health
professionals and medical school curricula.

● Encourage student organisations to carry out educational campaigns on myths about various diseases.
National Member Organisations (NMOs) and Medical students to:

● Maintain a proactive attitude by participating in significant public discussions, including academic
debates and policy-making, to develop conclusive and lasting solutions to manage infodemics.

● Actively engage in projects with the civil society and communities to disseminate accurate information
and debunk myths.

● Advocate for the inclusion of health communication, literacy and misinformation management topics in
the medical curricula.

● Develop capacity-building activities for medical students to equip them with health communication,
literacy and misinformation management skills.



Position Paper

Background information

The rapid spread of information in the digital age has presented a challenge to the healthcare system:
Infodemics. The World Health Organization (WHO) defines an infodemic as “too much information including
false or misleading information in digital and physical environments during a disease outbreak.” Infodemics add
to the burden of health systems by needing to fight infodemics along with health emergencies. [1]

The term “infodemiology” was coined in early 2000s by the first “infodemiolgist”, Gunther Eysenbach, as [2] “
information epidemiology that identifies areas where there is a knowledge translation gap between best
evidence (what some experts know) and practice (what most people do or believe), as well as markers for
“high-quality” information.”[3] An expanding area of infodemiology is “infoveillance”, which is the critical
approach of information surveillance strategy.

The burden of infodemics extends beyond direct health threats. Infodemics can cause distrust in the healthcare
system and government, which reduces adherence to public health regulations. Infodemics are also a source of
confusion and spread of misguided sources that can result in societal panic.[4]

During the 77th World Health Assembly, amendments to the International Health Regulations (IHR) were
discussed. The purpose of these regulations is to prevent, protect against, control and provide a public health
response to the international spread of disease in ways that are restricted to public health risks and that avoid
unnecessary interference with international traffic and trade. The IHR, with its established legal framework and
focus on information sharing and preparedness, provides a foundation for building a more resilient global health
system.

While still under negotiation, the proposed Pandemic Accord is designed to complement the IHRs. It focuses on
a coordinated international response to pandemics, with a critical emphasis on equitable access to vaccines,
treatments, and diagnostics. The Accord can address infodemics by encouraging information sharing and
transparency, promoting media literacy initiatives, and collaborating with stakeholders to counter misinformation
campaigns.

Due to the adverse consequences of infodemics, a systematic approach is required. Infodemic Management is
the “systematic use of risk- and evidence-based analysis and approaches to manage the infodemic and reduce
its impact on health behaviors during health emergencies” to eliminate misinformation and disinformation,
strengthen health literacy, and address disproportionately affected groups to drive infodemic susceptibility and
persistence.

By fostering a deeper understanding of infodemics, innovative solutions can be proposed in a holistic approach
to responding to future health threats by seeking a multi-stakeholder collaboration involved in minimising the
detrimental effects of infodemics on public health such as governments, healthcare professionals, NGOs,
communities, and youth. [5]

Discussion

Malinformation vs. Misinformation vs. Disinformation

The three basic units of negative information spread are misinformation, disinformation, and malinformation
(MDM), which can be identified as three main forms of informational activity that can cause minor or major
harm. Misinformation refers to false information that is not intended to cause harm. Disinformation refers to
false information intended to manipulate, cause damage and guide people, organisations and countries in the



wrong direction. Malinformation refers to information that stems from the truth but is often exaggerated in a way
that misleads and causes potential harm.[6]

A protracted, widespread MDM may be seen as an infodemic. According to WHO, an infodemic is too much
information, including false or misleading information, in digital and physical environments during a disease
outbreak. It causes confusion and risk-taking behaviours that can harm health, leading to mistrust in health
authorities and undermining the public health response. An infodemic can intensify or lengthen outbreaks when
people are unsure about what to do to protect their health and those around them. With growing digitalisation,
information can be spread more rapidly, which promotes a wider and quicker spread of unverified information,
potentially amplifying harmful messages. [7]

MDM could exist in these forms;

1. Satire and Parody: Satire and parody are funny because of the touch of truth. It braids strands of truth
with comedic elements, allowing us to laugh at some unpalatable aspects of life. Satire and parody
become misinformation when people share articles from The Onion or Babylon Bee and express their
outrage at a fake situation. Satire and parody can become disinformation when these narratives are
co-opted by larger political actors hiding behind parody to push a certain agenda.

2. False Connections: False connections are most visible in clickbait headlines. Clickbait sites make
money off clicks, and often, less internet-savvy users click on sponsored content posts, generating
quick revenue for the website. Clickbait titles are not in and of themselves dangerous but contribute to
information overload that can overshadow consequential news stories.

3. Misleading Content: Content is often misleading when the framing of a situation is skewed. Rather than
sharing information to help people make up their minds, misleading content often pretends to be
objective while arguing a particular point of view.

4. False Context: False context information might reflect an actual situation but purposely evades some
context around the data. This is most often evident in image captions or entire articles, which reduce a
complex problem to an image. Images are easily manipulated and infinitely interpretable; be wary of
articles hinging on a particular photo interpretation.

5. Imposter Content: Imposter content is meant to look like a real news source but manipulates the
content of the source.

6. Manipulated Content: Manipulated content includes an array of fakes, ranging from photoshopped
images to deep fakes. While the image may be real, the image presented was never actually taken but
created.

7. Fabricated Content: These stories are false. [8]

Drivers of Infodemics

1. Information Overload

As new data emerges rapidly at every second, information about the ongoing crisis can change quickly. This
rapid evolution can create confusion and uncertainty, making people more susceptible to believing rumours or
unverified claims. For example, during the COVID-19 pandemic, conspiracies spread, stating that the virus was
created in a lab in China and spread by 5G networks. Another example is the Spanish Flu conspiracy that
Germans were spreading poison clouds and infected aspirin to spread the disease. [9]

2. Public Trust

Public distrust in traditional media outlets or government institutions can create fertile ground for the spread of
conspiracy theories and alternative narratives. This distrust can be fueled by past experiences of
misinformation or a lack of transparency from authorities. A lack of transparency in decision-making processes
or a failure to hold actors accountable for spreading misinformation can further erode trust.[10]

3. Infodemic Susceptibility and Persistence[11]



The characteristics of misinformation itself contribute to its persistence and spread. Limited scientific literacy
may make it difficult for individuals to evaluate the credibility of complex information. Additionally, pre-existing
beliefs can influence information processing, making people more likely to trust and share content that aligns
with their worldview, regardless of accuracy. The presentation of misinformation itself can also influence its
reach. Simple, emotionally charged content is easier to understand and remember, making it more likely to be
shared than dense, factual information. These factors, coupled with the emotional manipulation tactics inherent
in misinformation, significantly contribute to the spread of unsubstantiated information during public health
emergencies.[12]

4. Stigma

The stigma associated with a disease or health condition can be a powerful driver of infodemics in several
ways. Fear of discrimination or social isolation can lead people to avoid seeking information or healthcare
altogether. This can be particularly harmful during public health emergencies, as early diagnosis and treatment
are often crucial for controlling the spread of a disease. Additionally, stigma can create fertile ground for the
spread of misinformation and rumours. Stigma can make people more likely to believe and share inaccurate
information that reinforces negative stereotypes when they feel ashamed or marginalised due to a health
condition. For example, during the HIV and AIDS epidemic, stigma fueled misinformation about the disease
being a punishment for immoral behaviour. This not only discouraged people from getting tested or treated but
also led to social isolation and discrimination against those living with HIV and AIDS.[13]

Consequences and Impact on Public Health

Infodemics hold the power to erode trust in health authorities and institutions, inserting doubt in the minds of
communities. As illuminated by the World Health Organization (WHO), this erosion of trust can cause vaccine
hesitancy, reluctance to embrace preventive measures, and redundancy towards official guidance, weakening
concerted efforts to prevent disease outbreaks. [14]

Furthermore, infodemics serve as catalysts for the propagation of fear, panic, and stigma within communities.
Studies cited in The Lancet Infectious Diseases unveil how misinformation surrounding infectious diseases
ignites irrational behaviours such as unnecessary consumption of essentials, fostering discrimination, and
driving individuals away from healthcare facilities. These reactions not only inflame societal tensions but also
slow the efficacy of public health responses by diverting focus and resources from critical endeavours.[15]

Moreover, infodemics pose a huge threat to disease surveillance. Research published in the Journal of Medical
Internet Research shows how the rapid dissemination of misinformation complicates the judgment between
authentic public health authorities and baseless rumours. This ambiguity hampers the capacity of authorities to
disseminate accurate information promptly, spreading confusion and misconceptions among populations
thereby hindering adherence to recommended health protocols.[16]

Additionally, the repercussions of infodemics extend to individual health outcomes. Meta-analyses featured in
the Journal of Health Communication underscore the connection between exposure to misinformation and
detrimental health behaviours, including non-adherence to treatment regimens, self-medication with unverified
remedies, and delayed medical consultations. Such behaviours affect individual well-being and fuel the
transmission of infectious diseases within communities, accentuating the public health ramifications of
infodemics. [17]

In summation, the consequences and ramifications of infodemics on public health are far-reaching and
profound. From corroding trust in health authorities to spreading fear and decreasing disease surveillance
efforts, infodemics present a formidable threat to global health security. Addressing this challenge necessitates
concentrated, multidisciplinary efforts involving governments, media entities, technology platforms, and civil
society to foster information literacy, eliminate misinformation, and safeguard the integrity of public health
communication.



Management of Infodemics

Infodemic management necessitates leadership from Public Health authorities. Post-pandemic reality revealed
a major need to detect and respond to infodemics efficiently. Moreover, common access and use of large
language models (LLMs) raise significant ethical and practical concerns, especially in the medical field, due to
their potential impact on public health as an "AI-driven infodemic."

On February 15, 2020, the Director-General of the WHO, Dr Tedros Adhanom Ghebreyesus, highlighted the
situation by stating, “We’re not just fighting an epidemic; we’re fighting an infodemic. Fake news spreads faster
and more easily than this virus and is just as dangerous”.[18] Therefore, managing an infodemic is comparable
to preventing and controlling infectious disease epidemics. Considering this issue, WHO established a
competency framework: building a response workforce to manage infodemics. The document underlines that
health institutions need expertise in Infodemic Management and must actively engage in it to benefit their
communities. Specific knowledge and skills are required to implement Infodemic Management interventions
and practices, which promote resilience to infodemics—including misinformation and disinformation—and foster
self-efficacy for self-protective health behaviours in individuals and communities.[19]

During the COVID-19 pandemic, the United Nations advocated for promoting facts and science as the antidote
to the ongoing infodemic. This stance contrasts sharply with the digital reality, where social media platforms
have advertising policies that marginalise scientific organisations and publishers, often categorising
peer-reviewed science as "inappropriate content." This should serve as an alarming sign that highlights the
significant need for various stakeholders to improve the management and coordination of the current
infodemic.[20]

In the WHO agenda, AI is viewed as a potential ally in eliminating infodemics by enabling automatic monitoring
for misinformation detection. However, the emergence of large language models (LLMs), especially ChatGPT,
raises concerns about the field of medical research becoming a source of both opportunities and threats due to
this new technology. Since the scientific community has yet to establish guidelines for the safe and beneficial
use of this disruptive technology, the risks of fraudulent and unethical applications of LLMs in healthcare cannot
be ignored and should be proactively assessed. Addressing this public health threat requires raising awareness
and swiftly developing policies through a multidisciplinary effort, updating the current WHO public health
research agenda for managing infodemics.[21]

Ethical Considerations in Infodemic Management

It can be challenging to know how to prepare for infodemics, choose when and where to intervene and
comprehend how to more effectively reduce harm to population health due to the complex nature of infodemics,
which affect individuals, communities, societies, economies, and health systems during emergencies. [22]

Since the infodemic can alter people's attitudes, motivation, and behaviour in addition to changing their
attitudes and motivation, there is concern about how this will affect people's ability to protect themselves and
their families from health emergencies. [3]. Groups that have been historically marginalised or made vulnerable,
such as members of racial and ethnic minorities, people with disability, older adults, children, and the socially
isolated, are particularly targeted during health crises because they are those who are disproportionately and
significantly impacted by pandemics, epidemics, or other health emergencies. [23]

1. Racism and Discrimination

Disinformation and misinformation must be addressed, particularly when it comes to racism and discrimination,



in order to ensure that the public is informed accurately during health emergencies. Racism's three main ethical
failings have been identified as disrespect, injustice, and harm. The unfairness paradigm views racism as a
disrespect for racial minorities, which raises ethical concerns about both institutional and general racism. [24]

This identifies the primary moral shortcoming of racism as the inattention of both society and individual citizens
to the needs of racial minorities. Seen from this angle, society would be abdicating its responsibility to its
minority residents. [24] As the pandemic spread, racial differences in infections, serious complications, and
COVID-19 mortality emerged. Disproportionately affected groups were marginalised, which exacerbated
already-existing inequities, impeding timely and fair access to resources and necessary institutional support.
[25] [26] Systemic and structural injustices, as well as the exclusion of ethnic and racial minorities, have an
impact on health-related behaviours, disease risk, and access to medical care in many nations [27] [25] [28].
The COVID-19 pandemic also exposed the entrenchment of systemic racism and the deterioration of health
outcomes as a result of inequity in the system. Such myths were severely damaged by the pandemic, which
lifted the thin curtain that seemed to be hiding obvious racism. Explicitly discriminatory language was widely
hurled at people, and openly racist expressions soon emerged. The wave of anti-Asian attacks that occurred
early in the pandemic demonstrated that the potential for abuse, violence, and hatred is still present and ready
to surface under the right circumstances (xenophobia, uncertainty, and inciting authorities). While some of
racism's structurally hidden forms have been convincingly exposed, subtler forms of racism continued to exist
during the pandemic.[29]

Recognising that discrimination affects both health workers and consumers of services, violates fundamental
human rights, and hinders access to care is crucial when addressing racism and discrimination in healthcare
settings [30] [31]. The pandemic's effects on health and the economy also disproportionately affected racial
minorities [32]. The fight against discrimination requires multisectoral efforts, such as creating awareness
campaigns, drafting legislation, and actively collaborating with civil society organisations [31].

In order to address racism's increased effects in Infodemic contexts, efforts must be made to recognise it as a
public health issue. Part of this effort should involve ensuring that racially marginalised groups are adequately
represented in policy, planning, and implementation [33]. Addressing structural disparities that
disproportionately impact racial minorities in housing, work, healthcare, and other areas is imperative.
Governments must stop racist or xenophobic incidents, look into them, bring charges against those responsible,
and improve inclusivity [32]. Additionally, the media must refrain from promoting racial biases in health health
reporting and official statements. [34]

In the end, the pandemic has highlighted the critical need to address systemic racism. Social media platforms
must enhance content moderation to stop the spread of false information and hate speech directed towards
minority groups[15]. To safeguard the health and welfare of all communities, racial equity and justice must be
given top priority in pandemic preparedness and response initiatives. [32]

2. Addressing Vulnerable Populations
Vulnerable populations, such as those with low health literacy or limited access to digital technologies, face
challenges in seeking and relying on complex health information [2]. To bridge the digital divide, e-services and
online resources have been implemented to provide reliable health information to these populations [35].

When managing infodemics, it is essential to consider the ethical implications of social listening and infodemic
monitoring activities. Principles of ethics are discussed to guide the conduct of these activities, ensuring respect
for human rights, freedom of expression, and public health values. Additionally, the development of infodemic
management interventions should be thoughtful, transparent, and respectful of the needs, rights and culture of



communities that have been made vulnerable [36]. A locally active non-governmental organisation, Doctors for
Madagascar, initiated a project named ‘Singing sensitisation’. The project used live music performances to
disseminate evidence-based health information to rural Malagasy communities. The project aimed to raise
awareness of health protection measures, educate the community on the risk factors of COVID-19, and debunk
misinformation. Messages are communicated via songs in local dialects using a story-telling approach. This is a
way to address the information void. [37]

Furthermore, infodemic management involves a systematic approach to monitoring and developing
evidence-based insights to address the information needs of populations during health emergencies. This
includes clarifying confusing health guidance, improving risk communication, and deepening community
engagement, especially with vulnerable populations. The World Health Organization emphasises the
importance of integrating diverse datasets and understanding how populations' questions, concerns, and
information-seeking behaviours impact their perceptions and behaviours. [36]

Ethical considerations play a vital role in infodemic management, particularly when addressing vulnerable
populations. Research with vulnerable individuals is necessary to answer questions that are important to people
with similar characteristics. Such research is often crucial in reducing the health inequities experienced by
these groups [38]. Ensuring transparency, respect for human rights, and ethical conduct in social listening and
intervention development are essential to effectively manage infodemics and provide accurate health
information to those who need it most.

The role of healthcare systems in Infodemic management

1. Healthcare Professionals Approach

Interdisciplinary collaboration among healthcare workers is essential for an effective fight against infodemics.
Healthcare leadership is crucial, as it provides the vision and direction needed to navigate complex health
crises. Successful health policy creation and implementation are fundamental, as they establish the guidelines
and frameworks for managing public health responses. Additionally, effective communication with communities
is required to build trust, encourage adherence to health guidelines, and ensure accurate information reaches
all population segments. [39]

Healthcare professionals are trusted voices within their communities, equipped with the expertise to counter
misinformation and advocate for their patients' needs. Research indicates that social media posts from
clinicians are more trusted than those from political figures.[40] While social media can unite healthcare workers
to eliminate misinformation and promote public health on a national scale in the digital space, significant
questions about the effectiveness and impact of these efforts remain unanswered.
However, misinformation about the pandemic has also been observed among healthcare professionals. In a
study involving a specific group of healthcare workers, over half reported receiving misinformation during the
pandemic. The sources of this misinformation were identified as social media, family, and friends.[41] Overall,
healthcare professionals are also vulnerable to misinformation, but their health literacy skills must be prioritised
during a health crisis.

2. Health communication and literacy mechanisms

‘Health communication’ is a broad term that is defined as the study or use of communication techniques to
improve the health sector. [42] Health literacy impacts health outcomes and system costs, and it shapes how
communication is handled within the health system. Investing in this field is crucial for understanding the
psychological factors that influence individuals' efforts to follow guidelines and seek accurate information.



Additionally, further research is needed to identify effective health communication strategies through trials that
evaluate community perceptions of health communication and awareness campaigns. [43]
Public health practitioners strive to ensure that policies, systems, and public health practices enable optimal
health and safety for all people in all communities. Their efforts span federal, state, tribal, local, territorial, and
freely associated state public health levels and involve collaboration with various partners. One of the essential
public health services is effective communication to inform and educate the public about health, its influencing
factors, and ways to improve it. Thus, building trust and showing respect are crucial individual and collective
efforts that are necessary for safeguarding and enhancing everyone's health and well-being. Equally important
is the ongoing engagement in discussions with colleagues and partners about the principles of health
communication. This includes evaluating the processes and outcomes of efforts to disseminate and apply these
principles, as well as contributing to the development and refinement of best practices. [44]

Moreover, health communication plays a crucial role in mitigating the infodemic, as the surge of information
from the COVID-19 outbreak has caused widespread uncertainty, leading to fear, anxiety, and other
psychological effects among the general public. [45] Social distancing and quarantine measures have
compelled people to depend on remote platforms like social media, the internet, and news outlets for
information. Although speed can undermine rigorous science, the ideal approach to eliminating an infodemic
involves rapidly and widely distributing evidence-based and reliable information to the audience. [43]

3. Digital medicine in health literacy

According to WHO, health literacy is the “personal characteristics and social resources needed for individuals
and communities to access, understand, appraise and use information and services to make decisions about
health.” This definition was further integrated and summarised in a conceptual model where “access,”
“understand,” “appraise,” and “apply” are considered competencies for health literacy under the dimensions of
public health from health care service delivery to health promotion. [46]

Deborah Lupton, SHARP Professor in the Centre for Social Research in Health, mentioned, "Digital health
technologies are positioned to enable people to effectively become ‘managers’ of their own health and
healthcare.” [47] Studies have demonstrated that digital health technology can improve health literacy, increase
patient engagement in healthcare, empower patients to manage their own health more effectively, and enhance
healthcare efficiency, particularly for those with chronic conditions. [48]
However, the rapid development of digital health technologies has resulted in health inequities compared to
what was expected. Although digital health technologies are being adopted rapidly, it is likely that individuals
who do not regularly use the internet or mobile devices or who have difficulty using them will be overlooked.
Basically, under-resourced populations already have low levels of health literacy and experience health
inequities in social, economic, or environmental contexts. As a result, they may find it challenging to navigate
and depend on complex technologies for information seeking. The disparity in access to Information and
Communication Technologies between those who have ample access and those who do not highlight the issue
of the digital divide. [35]

The Role of Governance and Community Engagement

The digital age has brought a double-edged sword: instant access to information and the rapid spread of
misinformation, particularly during public health emergencies like infodemics. To eliminate these harmful
information waves, a joint approach is needed. Effective governance strategies combined with strong
community engagement are essential for fighting infodemics, promoting trust, and disseminating accurate
information. [49]



1. Multisectoral Action
Effectively addressing the spread of misinformation and disinformation requires strong leadership from
government health agencies to develop clear communication strategies, promote fact-checking initiatives, and
foster collaboration with non-government actors. [50] [51] This includes partnering with technology companies
for content moderation efforts, health professionals for accurate information dissemination, and civil society
organisations for community outreach.

For example, during the COVID-19 pandemic, the WHO developed a guide to help governments, community
leaders, and non-governmental sectors take action during the COVID-19 infodemic. The WHO also partnered
with social media companies and governments to fight the infodemic by promoting reliable sources in the
algorithm and initiating campaigns to raise awareness of misinformation circulating. [51]

2. Policy Development
Infodemics can create a lack of trust in populations in their governments. To counter this effect, evidence-based
policies should be imposed to regulate the spread of information in health emergencies. Governments can
enact policies that address misinformation and disinformation. In addition, it can involve regulating social media
platforms, requiring transparency in content moderation practices, and establishing fact-checking initiatives. [52]
Funding independent fact-checking organisations helps debunk misinformation and promote reliable
information sources. [53]

3. Community Engagement
Empowering community members and equipping them with the knowledge and skills to make informed,
evidence-based decisions is crucial in infodemic management. Collaboration with faith-based organisations,
community leaders, and trusted influencers fosters trust and allows for targeted messaging.[54] Moreover, open
communication channels allow communities to voice their concerns and questions. Tailored interventions based
on those concerns can be developed and implemented.[55]

The Role of NGOs in Infodemic Management

Non-governmental organisations are “typically mission-driven advocacy or service organisations in the nonprofit
sector” that act on a local, national or international level, contributing to the development of communities around
the world. [56] Through their actions, NGOs have reached a broadly recognised status as an important
stakeholder, becoming an essential part of modern governments’ management to improve social, political, and
developmental activities while simultaneously remaining independent from governments. [57] In the health
sector, studies show that NGOs’ had a significant positive impact on several health campaigns, such as the
prevention of malaria [58], decrease in infant mortality [59], tobacco control [60], waste management [61][62],
improvement of woman’s health [63][64] and reduction of iodine deficiency, [65] with a clear emphasis on the
work done by WHO, especially in a global scale.

While NGOs might not be the first stakeholder that comes to mind when thinking about Infodemic Management,
they have proven their value multiple times, as seen during the COVID-19 pandemic, where they had an active
role in spreading verified information[66], increasing public awareness and changing social policies. [67]

These organisations have a variety of tools at their disposal to effectively manage infodemics, particularly in the
context of health crises. One of the primary tools is digital communication platforms, such as social media,
websites, and mobile apps, perfect for rapidly disseminating accurate and verified information to a broad
audience. During the COVID-19 pandemic, organisations like the International Federation of Red Cross and
Red Crescent Societies (IFRC) utilised social media campaigns to counter misinformation and provide
up-to-date health guidance. [68]



Additionally, NGOs often employ community engagement strategies to build trust and ensure that accurate
information reaches even the most marginalised populations. These strategies include training local health
workers and community leaders to spread verified information and counteract myths. For example, the United
Nations Children's Fund (UNICEF) has implemented community-based programs to educate parents and
caregivers about COVID-19 vaccines, leveraging local networks to enhance message credibility. [69]

Data analytics and research are also efficient tools to tailor information campaigns effectively. By analysing data
on misinformation trends and public perceptions, through the use of tools like surveys, focus groups, and social
media monitoring, NGOs can access the information needs and behaviours of different demographic groups,
therefore developing targeted interventions. As an example, this data-driven approach was employed by the
Wellcome Trust, which conducted research to understand public attitudes towards COVID-19 vaccines and
used the findings to inform their communication strategies. [70]

Finally, educational materials and resources produced by NGOs can also play an essential role in informing the
public. These materials, which range from informational pamphlets to detailed reports, provide reliable and
scientifically accurate information that can be distributed both online and offline. Organisations like Médecins
Sans Frontières (Doctors Without Borders) have developed extensive educational resources to eliminate
misinformation about COVID-19 and other diseases. [71]

The role of Media outlets and Social Media corporations in Infodemic Management

Media outlets and social media corporations play a crucial role in managing infodemics due to the rapid spread
and vast reach of content on their platforms. These institutions have to be held accountable for ensuring the
dissemination of accurate, timely, and evidence-based information. As the main sources of news and
information during a health crisis for the general public, they have the responsibility to verify facts, consult
experts, and avoid sensationalism that can exacerbate public fear and misinformation, leading to severe public
health impacts on a shorter and longer term. [72X]

These companies must implement robust algorithms and moderation policies to detect and mitigate the spread
of misinformation while also collaborating with public health authorities, governments, universities, academic
institutions, and NGOs to remove false information while promoting verified content from reliable sources. Joint
efforts can amplify accurate health information and debunk myths more efficiently. On social media platforms,
surveillance of the information that is spread is necessary, and policies to restrict the posting and dissemination
of such information are needed. [73X] Media outlets can use their credibility and reach to produce and share
content that social media platforms can further disseminate, ensuring a broader audience receives accurate
information. [74X]

The role of young people and medical students in Infodemic Management

In addition to posing serious health risks, the COVID-19 pandemic was also accompanied by an "infodemic," or
the rapid dissemination of false and accurate information that undermines confidence in medical authorities and
causes confusion. [75] Young people have become important stakeholders in controlling the infodemic and
disseminating truthful health information. As such, they should be conscious of ethical issues when organising
interventions and conducting infodemic research, ensuring their work is based on moral standards. During
health emergencies, youth-led initiatives are crucial in preventing the spread of false information, boosting
resilience, and cultivating trust in medical facilities. Young people, especially medical students, can improve
their media literacy by assessing information critically and recognising trustworthy sources.[76]

Youth-led student organisations, like the International Federation of Medical Students’ Associations (IFMSA),
have been at the forefront of eliminating misinformation during the pandemic [77]. The International Federation
of Medical Students Association (IFMSA) conducted a global study that discovered 182 initiatives from 62



countries, verifying information in 48 languages. By understanding how misinformation spreads and recognising
the signs of false information, they can effectively eliminate the infodemic. [78] These initiatives used various
platforms such as social media, internet, radio, SMS and print media to eliminate misinformation.[77] Medical
students, in particular, have credibility and expertise in health issues, making them effective conveyors of
accurate information [79].

They can use their knowledge to educate others about the importance of vaccinations, debunk myths, and
provide reliable sources of information. Young people can work with health authorities, organisations and
infodemic management experts to develop strategies and campaigns to eliminate misinformation. Medical
students can work closely with public health officials, governments, NGOs, and organisations such as the World
Health Organization (WHO) to ensure accurate information reaches the public [79]. By actively participating in
infodemic management, young people are helping to disseminate accurate health information, protect
themselves and their communities, and support global health efforts.

Infodemic Management in Post-Pandemic Recovery

As the world slowly shifts into a post-pandemic phase after the peak of COVID-19, managing the infodemic
remains essential for an effective recovery. The pandemic dealt a damaging blow to people's perceptions of the
health sector, highlighting the need for robust and well-designed strategies to ensure easy and public access to
reliable information and to strengthen community resilience against future health crises.

One of the major challenges we face in post-pandemic recovery is rebuilding public trust in health institutions
and legitimate sources of information. During the pandemic, inconsistent and opaque communication from
public health authorities led to widespread confusion and scepticism. To rectify this, authorities must commit to
regular, clear and honest communication, explaining the rationale behind health guidelines and policy decisions
and ensuring that the public understands the basis for these actions. Transparency in reporting data and
decisions builds credibility and reassures the public about the reliability of official sources, and a consistent flow
of information helps keep the public informed and reduces uncertainty. [80]

However, building trust is a two-way process. Health authorities should actively listen to the public's concerns
and questions and create forums for dialogue, such as small-town meetings, Q&A sessions and interactive
social media platforms, as these can provide valuable insights into public sentiment and areas of confusion.
Addressing these concerns directly demonstrates that authorities value public input and are committed to
addressing their fears and uncertainties. [81]

Another effective way to eliminate the spread of false information is by collaborating with trusted voices in
media, healthcare and academia. Experts and professionals who are respected in their fields can provide
authoritative perspectives that resonate with the public. Therefore, featuring these trusted voices in public
health campaigns, interviews, and social media content can enhance the information's credibility. [82]

Improving health literacy is another long-term strategy for building trust. When individuals understand health
information and know how to apply it, they are more likely to trust and follow public health guidance.
Educational initiatives aimed at improving health literacy should be prioritised, focusing on how to find,
understand, and use health information effectively. This empowers individuals to make informed decisions and
reduces their susceptibility to misinformation. [83]
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